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Introduction Screenshots Insertion into a Bloom Filter
Cloud computing has experienced exponential growth over the last | | | | For each unique word in a document, create a trapdoor by calling the
decade. Public cloud computing is when a third-party cloud service “ o N N HMAC-SHA1 function
!orowder manages all hardware, software, and othgr suppo.rtmg | | M e e e « HMAC-SHA1(secret-key, cup)
infrastructure for a company. Public cloud computing provides lower , 1 ves 1 * Trapdoor = 89e99f568c08b6a022074alc7a691a275f7253ac
costs, no maintenance, better scalability, and high reliability. e — Create a codeword by calling the HMAC-SHA1 function again using the
h | h | trapdoor and document name as the parameters
The purpose of this project is to develop a secure index which will I N « HMAC-SHA1(89¢e9...53ac, document1)
allow a user to search encrypted data. This is achieved by creating a cenerate e Codeword = 0f9b060684f83aaf821346cb1c420da25c00e7d
trapdoor when building the secure index. A trapdoor can only be S — T Take the last two bytes of the codeword and convert it into an integer
generated with a private key. This trapdoor is then used as a private ' ' - j e 0e7x (hex) = 3709 (integer)
key to generate a codeword. The codeword is added to a bloom R R In the bloom filter set the bit in index[3709] to 1.
filter. To search the encrypted data, the user must have the private ~ . ~ ’ This effectively adds the word cup to document1
key. Without the private key the user will not be able to generate the
correct trapdoor which will also cause the codeword to be incorrect. Figure 1. Flowchart for creating a secure index Value 0 0 0 1 0 0 0
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. . . . Reading recipes folder... Continue this process for each unigue word in the document
party server and search their files without first decrypting? Generating secure index
[('documentl', <hloomfilter.BloomFilter object at 0x0000020F2D42BD00>), ('document2', <bloomfilter.BloomFilter object at 0x0000020F2D06FAFO>), ('document3', <bloomfilter.Bloomf
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Bloom filter — a space-efficient probabilistic data structure that has Value| 0 1 0 | O | .. 1 1 1 0
: : : : Figure 2. Console output of the secure index
two main functions: to add an item to a set and to determine s P Index | O | 1 | 2 |..]23654| ... 37016 ... {54017 | O | 65535
membe r5h|p of a set. Jesmen tetweed - B x Figure 6. A secure index is an array of bloom filters. This figure represents a sample bloom
Index of 1tp://192.168.68.200/Encrypted File ghnAAAABgeesPINzLue®pzDriN1TFHDkuPf3bo_Xg02kJCInl3qgr ° filter for document3. It has three unique words whose index locations are set to 1.
. . . %1 Up to higher level directory 1Rc4BOpWgMAOPQRIGef2LdYeAOYhXPNyjg7ydIrnpYNhNOTVDDYhHh
HMAC-SHA1 — a type of message authentication code (MAC) with N 2wOLXYghMAQg9sSqZrLUplytNxgRXdRajEpZShz3_otjmrMTxJe . _ y "
. . document . txt 99hd3QYVcisCgdlG314AMIRpPpT2NCcK9HNM O5XiacCy CHOvC
two parameters a secret key and a message of any size. The output e documenti ey 1d3d10vEIHESFa1oe Byl rwmsn | COPRRACYHATHOY Generate the trapdoor by using the private key and search word
(MAC) is a string with a fixed length of 160 bits il documenta phvgTWo7rAVSUIbYArNZ6RAVSthgHQrrTXr_LENTNP2rRBHYHdN e HMAC-SHA1(secret-key, beef)
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Cup » 89e99f568c08b6a022074a1c7a691a2757253ac i document1ai 2L FDHYEEOOYa T da 1 POMUTonTO UL SNP 1SS ahfE 7 10RE] ad convert the last two bytes of the codeword to an integer
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Figure 4. Decrypted documents on a local machine



